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Criminal justice responses to prevent and counter cybercrime in all its forms, 
including through the strengthening of cooperation at the national and international levels (2018)
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According to most criminologists that have devoted their research efforts to the field of cybercrime, cybercrime offences are essentially the same as in the past. However, cybercrimes are now executed with greater sophistication, increasingly for purposes of financial gain, and by an increased diversity of organizational structures, including government agencies and state proxies.

Challenges with Defining Cyberspace and Cyber Crime

Academics, the popular press, and governments around the world have tried to define cyberspace. None have fully succeeded, though governmental definitions often share two common features. First, cyberspace is commonly conflated with the Internet as a global network of hardware, emphasizing the critical infrastructure concerns of governments. Second, cyberspace has been conceptualized as a domain to be dominated. The task of defining cyberspace is made more complicated given the fact that t it is always evolving. Its content is consolidating due to the influence of semi-closed platforms just as its reach is expanding.

Computers and the Internet have entered the mainstream of our life. Millions around the world spend hours every day using computers and mobile devices to send and receive email, surf the Internet, maintain databases, and participate in countless other activities. As cyberspace evolves, it is becoming "flat," and many organizations are working to make it flatter still.

The Complexities of Cyber Crimes

Cybercrime is one of the greatest threats facing more advanced economies, and has enormous implications for any nation’s national security, economic prosperity, and the public safety. 
Cybercrimes are common part of our life today and they become more sophisticated and dangerous by the hour.  Unfortunately, those who commit crimes have not missed the information revolution; criminals use mobile phones, laptop computers and network servers in the course of committing their crimes. 

Private sector organizations are often less concerned with attribution and focus instead on damage control and prevention; moreover, few companies have the ability to identify cyber intruders. The sophistication of cyber threats is growing more quickly than the ability of any public or private response.

There are Limits to What a Government Can Do

· Not all states are preoccupied with control in cyberspace.
· Many governments lack the ability to control cyberspace.
· There are few skilled computer crime investigators.

There are limits on what state can do to protect a person’s assets, especially because crimes are committed over vast distances. They are difficult to detect and prove. There is difficulty in creating uniform legislation internationally and ensuring prosecution of offenders.

Enforcement Challenges

Computer crimes are notoriously difficult to prosecute due to both the nature of the technology itself and the relative unfamiliarity of law enforcement with the technology. For example, people may encrypt data so that even if law enforcement seizes or intercepts the data, it will be unable to understand its contents or use the data as evidence. The nature of the Internet allows people to engage in criminal conduct online with virtual anonymity. With respect to computer crimes such as hacking, a victim may never realize that anyone attacked her. Further impeding law enforcement, many private and commercial entities that do detect an intrusion is afraid to report offenses due to the potential for negative publicity.

International Cooperation

The Internet is an undeniable part of the electrical grid, especially with the implementation of smart grid technology. Smart meters use the Internet or wireless connections to enable two-way communication between the utility and the home. With these connections come risks. The Internet exists independently of organizational, geographical, and political borders. Consequently, it is immensely difficult to identify the geographical origin of a cyber attack, or the perpetrator. To further complicate the situation, the attack and the perpetrator could have originated from multiple locations. The information can travel in routes without any consideration for geographic lines. Thus, international involvement is required to improve cybersecurity. International cooperation is important to prevent it.

What Immediate Action is Necessary

Any single effort to develop legislation while might be effective in a particular nation State will not provide a solution to this broader problem that can be characterized as a global problem.  A holistic approach is imperative for a problem of this international scale.  Of course, the first logical step is for a nation State to develop appropriate legislation and or amend their existing laws appropriately for investigative and prosecutorial bodies that operate in the 21st century environment.  However regardless of what actions a particular nation State takes legislatively, it will not resolve the ongoing current problems outlined above.

Future Policy Recommendations

· Public and Private Sectors Must together be the Architect of New Legislation that brings about Harmonization of Laws
· Fostering International Cooperation is Mandatory
· Building Public Awareness
· Enhancing and Expanding Investigative Collaboration among Law Enforcement Agencies Globally	

The Americas

 Benoît Dupont, B., Côté, A., Savine, C. & Décary-Hétu, D. (2016). The ecology of trust among hackers.  Journal of Global Crime, 17(2), 129-151.

Malicious hackers profit from the division of labour among highly skilled associates. However, duplicity and betrayal form an intrinsic part of their daily operations. This article examines how a community of hackers uses an automated reputation system to enhance trust among its members. 

[image: Flag of United States of America] Nasheri, H. (2012). The challenge of economic espionage.  World Politics Review, https://www.worldpoliticsreview.com/articles/12025/the-challenge-of-economic-espionage 

In recent years, cyber attacks against the governments and business entities of economically developed and technologically advanced nations have proliferated, with the purpose of such attacks increasingly turning toward economic information collection and industrial espionage. As adversaries have expanded their computer network operations, the use of new venues for intrusions has increased, and the increasing use of portable devices that connect to the Internet and other networks will only create new opportunities for malicious actors to conduct espionage. 

[image: Flag of United States of America]Taylor, R.W., Fritsch, E.J. & Liederbach, J. (2014). Digital crime and digital terrorism. Prentice Hall Press.

This text uses a conversational tone to the writing designed to convey complex technical issues as understandable concepts. Issues addressed in the book include descriptions of the types of crimes and terrorist acts committed using computer technology, theories addressing hackers and other types of digital criminals, an overview of the legal strategies and tactics targeting this type of crime, and in-depth coverage of investigating and researching digital crime, digital terrorism, and information warfare. 

[image: ]Rodríguez, J.A., Oduber, J. & Mora, E. (2017). Actividades rutinarias y cibervictimización en Venezuela. URVIO: Revista Latinoamericana de Estudios de Seguridad (Ejemplar dedicado a: Revista Latinoamericana de Estudios de Seguridad (Junio-noviembre), pp. 63-79.

Este estudio busca promover el análisis de los condicionantes del delito y la victimización en línea. Para ello, se investiga un conjunto de variables derivadas de la Teoría de las actividades rutinarias y su relación con la victimización por hackeo y acoso online en una muestra de 308 sujetos. Se observó una mejor capacidad predictiva del elemento guardián eficaz en el que, concretamente, usar programas antimalware y solicitar la eliminación de información personal en la red disminuyen el riesgo de  cibervictimización. [This study aims to analyze the predictors of online crime and victimization. A group of variables derived from routine activity theory are examined in relation to hacking and online harassment in a sample of 308 individuals. The element of effective guardianship was the better predictor, in that the use of antimalware programs and the elimination of personal information online by the user reduce the risk of cybervictimization.    

Brenner, S. (2012). Cybercrime and the Law: Challenges, Issues, and Outcomes.
Boston: Northeastern University Press.

The exponential increase in cybercrimes in the past decade has raised new issues and challenges for law and law enforcement. Based on case studies drawn from her work as a lawyer, Susan W. Brenner identifies a diverse range of cybercrimes, including crimes that target computers (viruses, worms, Trojan horse programs, malware and DDoS attacks) and crimes in which the computer itself is used as a tool (cyberstalking, cyberextortion, cybertheft, and embezzlement). Illuminating legal issues unique to investigations in a digital environment, Brenner examines both national law enforcement agencies and transnational crime, and shows how cyberspace erodes the functional and empirical differences that have long distinguished crime from terrorism and both from warfare.

Asia

[image: Flag of South Korea.svg]Choi, K., Lee, S. & Lee. J.R. (2017). Mobile phone technology and online sexual harassment among juveniles in South Korea: Effects of self-control and social learning. International Journal of Cyber Criminology, 11, 110–127.

Mobile phones are increasingly developing into a technology-based device that everyone is dependent on. While previous research has been extensive in examining different theoretical explanations for interpreting juvenile delinquency, research on mobile induced online sexual harassment among juvenile populations have been rather scarce and limited. As a result of this dearth, the present study employs a theoretical approach in rationalizing why juveniles commit online sexual harassment using their mobile phones. Elements from both social learning and self-control theories are used to assess the causes for online sexual harassment using mobile phones. 

[image: Flag of China]Chang, Y. (2012). Cybercrime in the greater China region: Regulatory responses and crime prevention across the Taiwan Strait. Cheltenham, UK: Edward Elgar Publishing.

Chang’s very thoughtful and impressively researched study of cybercrime in the greater China region is an invaluable contribution to the information and analyses available in this area. It not only provides important, and heretofore unavailable data, about the incidence and nature of cybercrime in this region, it also offers insightful suggestions into how this problem can most effectively be controlled.

[image: Flag of China]Xingan, L. (2016). Regulation of cyber space: An analysis of Chinese law on cyber crime. International Journal of Cyber Criminology, 9, 185–204. 

Since the advent of the network era, different countries adopted different stance on maintaining social order in cyber space; soft, strong, or medium. In China, as in some other countries in the same group, a tough approach has been taken from the beginning. The purpose of this article is, by studying a series of legal actions against cyber crime, to explore in to the Chinese model of regulation of cyber space. In order to exercise control over the Internet, China has implemented statutory laws and administrative regulations revolving activity criminalizing, content filtering and user monitoring so as to maintain security and stability at both community and state levels. 

[image: Flag of India] Srivastava, S. & Dube, S. (2018). Cyberattacks, cybercrime & cyberterrorism.  In Shrivastava, G., Kumar, P., Gupta, B. B., Bala, S. & Dey, N. (Eds.), Handbook of Research on Network Forensics and Analysis Techniques.  Hershey, PA: IGI Global, pp. 162-183.

This chapter describes how with growing reliance of modern society over internet and web-based services in every nook and corner of our daily lives, the threats of disruption and damage to these services has also evolved at a parallel rate. 

[image: Flag of India] Saha, T. & Srivastava, A. (2014). Indian women at risk in the cyber space: A conceptual model of reasons of victimization. International Journal of Cyber Criminology, 8(1): 57–67. 

Cyber crimes  against  women  are  on  the  raise and women  have  been  drastically  victimized  in  the cyberspace.  Some  perpetrators  try  to  defame  women  by  sending  obscene  e-mails,  stalking  women  by using  chat  rooms,  websites  etc,  developing  pornographic  videos  where  women are depicted in compromising positions mostly created without their consent, spoofing e-mails, morphing of images for pornographic content etc. 

Africa

[image: Flag of Nigeria]Osho, O., Onoja, A.D. (2015). National cyber security policy and strategy of Nigeria: A qualitative analysis.  International Journal of Cyber Criminology, 9, 120–143.

With advancements in modernization came the infiltration of information and communication technologies across the world, Nigeria inclusive. Several benefits are obtainable from these but also prevalent are some associated risks. Communication exists massively in cyberspace and as such poses a myriad of threats to a nation. This can be addressed on a national spectrum by the implementation of cyber security policies and strategies. This research involves making a qualitative analysis of the current Nigerian National Cyber Security Policy and Strategy. 

[image: Flag of Nigeria]Tade, O. & Akinleye, B. (2012). ‘We are Promoters not Pirates’: A qualitative analysis of artistes and pirates on music piracy in Nigeria.  International Journal of Cyber Criminology, 6(2): 1014–1029.

Audio music piracy has become a perennial problem in Nigeria. Though there are many studies on music piracy,  studies  have  not  examined  piracy  from  the  perspectives  of  pirates,  musicians  and producers. This study was conducted at Alaba International Market, Lagos, which is reputed as the hub of pirated products. Data were gathered via in-depth and focus group interviews. Findings show that piracy involves sourcing, separation, designing of packs and marketing. Owing to the cost of production, pirates provide upcoming artistes with publicity and reduce the cost of production artistes.  

Europe

[image: The Union Flag: a red cross over combined red and white saltires, all with white borders, over a dark blue background.][image: Flag of Germany]Anderson, R., Barton, C., Böhme, R., Clayton, R. Van Eeten, M., Levi, M., Moore, T. & Savage, S.  (2013). Measuring the cost of cybercrime.  In Böhme, R. (Ed.), The Economics of Information Security and Privacy. Berlin: Springer. 

This chapter documents what the authors believe to be the first systematic study of the costs of cybercrime. The initial workshop paper was prepared in response to a request from the UK Ministry of Defence following skepticism that previous studies had hyped the problem. For each of the main categories of cybercrime we set out what is and is not known of the direct costs, indirect costs and defence costs–both to the UK and to the world as a whole.

[image: Flag of Czech Republic][image: Flag of Germany]Hanzelka, J. & Schmidt, I. (2017). Dynamics of cyber hate in social media: A comparative analysis of anti-Muslim movements in the Czech Republic and Germany.   International Journal of Cyber Criminology, 11, 143–160. 

This article addresses the issue of cyber hate in two selected cases of social movements from Central Europe, namely Pegida from Germany and Initiatives against Islam from the Czech Republic. The authors use samples of user comments which are presented on the Facebook pages of the above-mentioned movements and identify and measure the percentage of hateful comments, their targeting and trigger events by using a qualitative coding method. The research results show that in cyberspace, hate comments are more frequent in the case of the Czech Initiative against Islam. 

[image: The Union Flag: a red cross over combined red and white saltires, all with white borders, over a dark blue background.]Lavorgna, A., & Sergi, A. (2016). Serious, therefore organised? A critique of the emerging “cyber-organised crime” rhetoric in the United Kingdom. International Journal of Cyber Criminology, 10, 170–187.

This paper, based on discourse analysis of policy documents, departs from a critique of the juxtaposition of the terms “serious” and “organised” in policies against organised crime in the UK. The conceptualisation of organised crime as national security threat supports our hypothesis that a similar critique can be applied to the emerging narrative of cyber-organised crime in the country.

[image: Flag of Nethrelands]Leukfeldt, R. & Jansen, J. (2016). Cyber criminal networks and money mules: An analysis of low-tech and high-tech fraud attacks in the Netherlands. International Journal of Cyber Criminology, 9, 173-184. 

This paper is about the money mules used by cyber criminals. Although money mules are not part of the core group of criminal networks, they play an important role within these networks. They are used to interrupt the trail to criminal networks. However, to date only a few cyber crime studies have focused on money mules. Based on case studies about cyber criminal groups, we expected differences between money mules used by low-tech as opposed to high-tech groups. The results of our study can be used by law enforcement agencies to develop targeted investigation and prosecution strategies.

[image: Flag of Nethrelands]Leukfeldt, R., Veenstra, S. & Stol, W. (2013). High volume cyber crime and the organization of the police: The results of two empirical studies in the Netherlands.  International Journal of Cyber Criminology, 7(1), 1-17.

The question that is central in this paper is: to what extent is the Dutch police organization able to effectively combat high volume cyber crime?  First we   focus on the definition of cyber crime in the Netherlands.  Next,  we  examine  the  criminalization  of  the  two  most  common  cyber  crimes  in  the Netherlands: hacking and e-fraud. After that, based on police records, we analyze the nature of these crimes.  The lack of priority and proper capacity throughout the entire police organization to fight digital  crimes  results  in  cyber  cases  never  entering  the  criminal justice system or leaving the criminal justice process early.    

[image: Flag of Portugal]Novo, F., Pereira, F. & Matos, M. (2014). Cyber-aggression among Portuguese adolescents:  A study on perpetration, victim offender overlap and parental supervision. International Journal of Cyber Criminology, 8(2): 94–110.

This research aims to study the dark side of online interpersonal communication among adolescents, in particular, the frequency of perpetration of aggression in cyberspace (e.g., cyber-stalking), the overlap between victimisation and offending and the dynamics of parental supervision and/or involvement.  

[image: Flag of Belgium]Lembrechts, L. (2012). Digital image bullying among school students in Belgium: An exploration of the characteristics of bullies and their victims. International Journal of Cyber Criminology, 6(2): 968–983.

This  article  focuses  on  digital  image  bullying,  which  has  never  been  studied  separately  from  other types of cyber bullying with much detail. Based up on a survey among 456 Belgian students between 16  and  21  years  old,  the  prevalence  and  circumstances  of  this  way  of  cyber  bullying,  and  the characteristics  of  victims  and  perpetrators  were   studied.

Oceania  

[image: Flag of Australia]Grabosky, P. (2015). Cybercrime. Oxford University Press.

In this brief, accessible text, Peter Grabosky provides an introductory overview of cybercrime and the means for its control. He opens with a brief history of the topic and then discusses not only traditional topics--including fraud, hacking, offensive content, and piracy--but also neglected issues like state and state-sponsored cybercrime.

[image: Flag of Australia]Smith, R.G., Grabosky, P. & Urbas, G. (2004). Cyber Criminals on Trial. Cambridge University Press.

Very little has been written about what follows: the capture, possible extradition, prosecution, sentencing and incarceration of the cyber criminal. This book provides an international study of the manner in which cyber criminals are dealt with by the judicial process. Some of the most prominent cases from around the world are presented in an attempt to discern trends in the handling of cases, and common factors and problems that emerge during the processes of prosecution, trial and sentencing.

Vakhitova, Z.I. & Reynald, D.M. (2014).  Australian Internet users and guardianship against cyber abuse: An empirical analysis. International Journal of Cyber Criminology, 8(2): 156–171. 

This study presents an empirical analysis of guardianship against abuse in cyberspace. Building upon the existing body of knowledge about active guardianship processes in the physical world, this study extends our understanding of how these processes operate in the unique setting of cyberspace

[image: Flag of Australia]Broadhurst, R., Grabosky, P., Alazab, M. & Chon, S. (2014). Organizations and cyber crime: An analysis of the nature of groups engaged in cyber crime. International Journal of Cyber Criminology, 8(1): 1–20.

This paper explores the nature of groups engaged in cyber crime. It briefly outlines the definition and scope of cyber crime,  theoretical  and  empirical  challenges  in  addressing  what  is  known  about  cyber offenders,  and  the  likely  role  of  organized  crime  groups. The paper gives examples of known cases that  illustrate  individual  and  group  behaviour,  an motivations of  typical  offenders,  including  state  actors. 

MENA

[image: Flag of Jordan] Faqir, R.S.A.(2013). Cyber  crimes  in  Jordan:  A legal  assessment on  the  effectiveness  of  Information  System Crimes Law No (30) of 2010.  International Journal of Cyber Criminology, 7(1): 81–90. 

This paper aims  to  determine  the  effectiveness  of  legal  mechanism  in  Jordan  for combating  cyber-crimes  and  computer-related  crimes,  law  relating  cyber crimes  with  special  focus  on  ISC  Act,  2010  and  will  identify  the  impact  of  cyber crimes  on  criminal  law,  and  limitations  of  Jordanian ISC Act, 2010.      
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